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Epidemic and pandemic spread of highly contagious viruses (SARS-CoV, influenza A virus, Ebola virus, MERS-CoV, 

and SARS-CoV-2) has been a trend observed in the first two decades of the 21st century.  
The predominant impact made by the biological occupational factor on healthcare workers determines high occupa-

tional risk of infection, a severe disease course and a fatal outcome. Epidemiological data mining based on machine learning 
algorithms is successfully used in epidemiological practice to identify factors (predictors) contributing to infection in various 
risk populations. 

In this study, the database generated from a survey of 1312 healthcare workers was analyzed intelligently. A total of 
6912 machine learning models were implemented. SARS-CoV-2 infection was found to be facilitated by providing medical 
care to a COVID-19 patient, using a full set of PPE after direct contact with a COVID-19 patient, direct contact with items 
in the external (hospital) environment, vaccination against COVID-19 after direct contact with a COVID-19 patient, acting 
as nursing staff (cleaners) and being present during aerosol-generating procedures. 

The study identified four groups of predictors determining SARS-CoV-2 infection in healthcare workers:  contact with 
a COVID-19 patient and environmental items, PPE quality and complexity, occupational affiliation of healthcare workers 
and their BMI values. One predictor was found in 56.2 % of healthcare workers; two, in 19.2 %; three, in 16.4 %; four, in 
5.5 %; and five predictors, in 2.7 %. 

Thus, epidemiological data mining is a modern stage in epidemiological analysis. The use of machine learning meth-
ods allows for multifactorial assessment of SARS-CoV-2 infection risks in healthcare workers and enables identifying and 
reliably estimating the most significant predictors. Intelligent data analysis has flexible architecture, which allows adjusting 
the model under study and supplementing new data to the existing database, detecting changes in an epidemiological situa-
tion and accomplishing relevant preventive and anti-epidemic activities. 

Keywords: data mining, artificial intelligence, machine learning, risk-based approach, occupational predictors of in-
fection, highly contagious viruses, SARS-CoV-2, healthcare workers.  
 
 

Epidemic and pandemic spread of highly 
contagious viral pathogens has become a 
prominent trend in the first two decades of the 

21st century. The beginning of it (2002) was 
marked with an outbreak of severe acute respi-
ratory syndrome (SARS). The World Health 
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Organization (WHO) declared the type A 
(H1N1)1 influenza pandemic between 2009 and 
2010. A major outbreak of Ebola virus disease 
(EVD) occurred in Western Africa in 2014–
2016. In 2015 there was an outbreak of coro-
navirus-induced Middle East Respiratory Syn-
drome (MERS) [1, 2]. The COVID-19 pande-
mic has undoubtedly become one of the great-
est global evens over two past decades [3]. 

Epidemic and pandemic spread of highly 
contagious viruses always involves a greater 
burden on the healthcare system [4]. The pre-
dominant impact made by the biological occu-
pational factor on healthcare workers deter-
mines their high occupational risk of infection 
with highly contagious viruses, a severe dis-
ease course and a fatal outcome [5]. Various 
studies report rather high shares of healthcare 
workers among diseased during epidemics and 
pandemics reaching 30 %  (SARS, 21.1 % [6]; 
influenza A virus (H1N1), 27.1–30.0 % [7]; 
EVD, 8.0 % [8]; MERS, 18.7 % [9]; COVID-19, 
9.0–26.0 % [10]).  

Artificial intelligence technologies are 
successfully used to predict incidence rates 
during outbreaks of various viral infections 
including Ebola virus disease [11], viral hepa-
titis and pneumonia, and type А influenza 
[12, 13]. During the pandemic and post-
pandemic periods (COVID-19), intelligent 
data analysis made it possible to solve major 
epidemiological tasks. They include identifica-
tion of COVID-19 infection risk territories, 
groups and factors (predictors); incidence 
forecasts and assessment of COVID-19 pre-
vention effectiveness; forecasts of virus muta-
tions; assessment of lung lesion severity; dif-
ferential diagnostics based on instrumental pa-
tient examinations; modeling of molecular 
interactions typical for the SARS-CoV-2 virus 
[14–16]. In addition to that, practical use of 
machine learning algorithms helped identify 
risk factors able to cause SARS-CoV-2 infec-
tion among healthcare workers [17, 18]; estab-

lish priority occupational groups of healthcare 
workers for molecular-genetic examinations 
aimed at detecting SARS-CoV-2 RNA and 
their isolation [18, 19]; predict likelihood of 
SARS-CoV-2 infection by intelligent analysis 
of data collected from devices worn by health-
care workers [20].  

Use of machine learning techniques to 
identify predictors of infection with highly 
contagious viruses in healthcare workers is a 
modern stage in the epidemiological analysis. 
It helps implement a risk-based approach to 
infection prevention not only under an already 
present epidemic or pandemic spread of 
known pathogens but also for potential epi-
demic threats.  

The aim of this study was to build ma-
chine learning models based on data collected 
by a survey accomplished among healthcare 
workers and to identify predictors of infection 
with highly contagious viruses in this occupa-
tional group (using the COVID-19 model). 

Materials and methods. The study was 
accomplished by the Urals-Siberia Scientific 
Methodical Center for Prevention of Health-
care-Associated Infections and the Federal 
Scientific Research Institute of Viral Infec-
tions “Virome” of the Federal Service for Sur-
veillance over Consumer Rights Protection 
and Human Wellbeing. The study was ap-
proved by the local ethics committee of Ro-
spotrebnadzor’s State Scientific Center for Vi-
rology and Biotechnology “Vector”, the meet-
ing report No. 3 dated June 24, 2022 (the name 
of the institution was valid at the moment the 
study was approved; it was later changed in 
accordance with Rospotrebnadzor Order 
No. 599 issued on November 11, 2022). 

A survey was conducted during the pan-
demic (2020–2021) in a large industrial city; 
overall, 1312 healthcare workers participated 
in it. The survey involved filling in a paper 
original non-personal questionnaire “Identifi-
cation of occupational and non-occupational 

__________________________ 
 

1 Influenza A (H1N1). pandemic 2009–2010. WHO. Available at: https://www.who.int/emergencies/situations/influenza-
a-(h1n1)-outbreak (January 18, 2024).  
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factors influencing risks of SARS-CoV-2 in-
fection for healthcare workers” developed by 
the authors2. The questionnaire included both 
open and closed questions and was divided 
into six subject items: sex and anthropometric 
parameters (height, weight), sex and age pro-
file, occupation, COVID-19 infection risks, 
commitment to observing specific and non-
specific prevention of SARS-CoV-2 infection, 
and circumstances of COVID-19 detection. 
Healthcare workers were included into the 
study only after providing personal voluntary 
consent to it.  

Data taken from each paper filled-in 
questionnaire were put manually into an elec-
tronic table in Microsoft Excel (*.xlxs). An 
initial database contained 1312 lines accord-
ing to the number of the respondents (includ-
ing 366 lines for healthcare workers who got 
infected with COVID-19 and 946 COVID-19-
intact healthcare workers) and 45 columns 
matched with the questions in the question-
naire. One column represented a dependent 
(target) variable where the value ‘1’ meant a 
respondent got infected with the coronavirus 
infection and the value ‘0’ meant they were 
COVID-19-intact.  

Questionnaires filled in by administrative 
staff and questionnaires with data defects were 
excluded from the database at the preliminary 
stage in data analysis. Additionally, each ques-
tionnaire of a COVID-19 infected healthcare 
worker was matched with a questionnaire of a 
COVID-19-intact healthcare worker, both 
questionnaires being comparable as per the 
analyzed parameters. It was done to remove 
imbalance in classes of the dependent (target) 
variable. Body mass index (BMI) was calcu-
lated relying on the respondents’ height and 
weight. BMI values were interpreted in accor-
dance with the World Health Organization 
recommendations3. 

The ready-for-analysis database included 
688 lines (questionnaires) and 28 columns 
containing non-personal data; 27 columns rep-
resented the analyzed predictors and 1 column 
represented the dependent (target) variable. 

Predictors for training of machine learn-
ing models were selected by identifying an as-
sociation between each predictor of the de-
pendent (target) variable with calculating 
Pearson’s χ2 test. Overall, 22 predictors were 
selected for which the highest dependence was 
determined (p < 0.05).  

The ultimate database was divided into a 
learning (2/3, n = 460) and test (1/3, n = 228) 
sub-sample. Data mining was accomplished by 
using five machine learning algorithms eligi-
ble for classification: extremely randomized 
trees, decision trees, random forest, logistic 
regression, and extreme gradient boosting. 
Original author settings were used for all five 
algorithms. The machine learning algorithms 
were reproduced in the Jupyter Notebook 
(v.6.0.0) interactive platform using Python 
(v.3.7.16). Data were preliminary processed 
and analyzed using pandas; mathematical and 
numeric operations were performed using 
numpy. We used scikit-learn library for ma-
chine learning to divide data into the learning 
and test sub-samples, normalize the data, cal-
culate statistical indicators, build a discrepancy 
matrix, assort parameters for model training 
and select predictors. The algorithm functional 
was implemented using libraries with an open 
source code. The results were visualized using 
matplotlib and seaborn libraries; the visualiza-
tion functional, SHapley Additive exPlanations 
libraries4.  

Statistical performance indicators ob-
tained by machine learning models were inter-
preted by creating ROC-curves and computing 
ROC-AUC (area under the curve) with its 
95 % confidence interval (95 % CI).  

__________________________ 
 

2 Anketa dlya meditsinskikh rabotnikov [Questionnaire for healthcare workers]: a Yandex Disk document. Available at: 
https://disk.yandex.ru/i/nNFNjGaVLs5KDg (March 12, 2024) (in Russian). 

3 Body mass index (BMI). WHO. Available at: https://www.who.int/data/gho/data/themes/topics/topic-details/GHO/body-
mass-index (January 18, 2024). 

4 Welcome to the SHAP documentation. SHAP. Available at: https://shap.readthedocs.io/en/latest/ (January 19, 2024). 
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Proportions of true-positive, true-nega-
tive, false-positive and false-negative fore-
casts were calculated based on the discrep-
ancy matrix. We considered only models 
with statistical significance (р < 0.05) as 
well as sufficient sensitivity and specificity 
(above 60.0 %).  

The importance of predictors was de-
termined relying on the F-score, which was 
calculated using feature importance, a built-
in method of the extreme gradient boosting 
library. 

The power of impact exerted by each ana-
lyzed predictor on the model result was esti-
mated using SHAP-values considering all pos-
sible combinations. Predictors with positive 
SHAP-values (above 0) were considered as 
able to determine SARS-CoV-2 infection of 
healthcare workers. In addition, the analyzed 
predictors were cauterized with the threshold 
90.0 %. Figure 1 provides the general idea of 
the study design. 

Results and discussion. Overall, 6912 
machine learning models were trained; of them 
(Figure 2): 

 extremely randomized trees algorithm 
(sensitivity is 66.0, specificity is 85.6, AUC 
(area under curve) is 69.9, 95 % CI  
[62.1–76.9]); 

 decision tree algorithm (sensitivity is 
66.0, specificity is 77.6, AUC is 73.5, 95 % CI 
[67.6–79.3]); 

 random forest algorithm (sensitivity is 
65.0, specificity is 80.8, AUC is 75.1, 95 % CI 
[68.1–81.5]); 

 logistic regression algorithm (sensitiv-
ity is 69.9, specificity is 79.2, AUC is 79.4, 
95 % CI [73.3– 85.4]); 

 extreme gradient boosting algorithm 
(sensitivity is 70.9, specificity is 80.8, AUC is 
80.4, 95 % CI [74.4–85.8]).   

We comparatively assessed the statistical 
performance indicators of the trained models 
using the analyzed non-personal data set. As a  

 

 

Figure 1. Study design  
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Figure 2. ROC-curves describing the statistical performance indicators 

 of the machine learning algorithms 

result, the extreme gradient boosting algorithm 
was established to have acceptable sensitivity, 
specificity and the AUC value. This algorithm 
was applied to identify predictors able to de-
termine SARS-CoV-2 infection in healthcare 
workers. 

The importance of predictors was analyzed 
using the built-in method of the extreme gradi-
ent boosting model (F-score). The analysis re-
vealed 19 predictors (86.4 %) and made it pos-
sible to create several rank groups. The highest 
importance was identified for providing out-
patient clinical healthcare, 56.0; COVID-19 
infected among people close to a healthcare 
worker, 46.0; providing healthcare to 
COVID-19 patients, 44.0; normal body 
weight as per BMI, 38.0; use of personal pro-
tective equipment (PPE) without complete pro-
tection provided for the eyes or respiratory or-
gans, 32.0. The second rank group included 
such predictors as a work shift longer than 
24 hours, 29.0; acting as nursing staff, 24.0; 
vaccination against COVID-19 after a direct 
contact with a COVID-19 patient, 21.0. The 

predictors in the third rank group were emer-
gencies involving exposure to patient biomate-
rials, 19.0; overweight (pre-obesity), 17.0; 
chronic somatic diseases, 16.0; direct contacts 
with environmental (hospital) objects, 13.0; use 
of the full PPE set after a direct contact with a 
COVID-19 patient and Class 1 obesity, both 
12.0. The fourth rank group included the fol-
lowing predictors: acting as doctors and Class 2 
obesity, both 7.0; acting as orderlies (cleaners), 
6.0; being present during aerosol-generating 
procedures, 5.0; performing laboratory and 
pathological anatomy diagnostics, 1.0. 

Assessment of the predictor importance 
per the F-score had certain limitations in our 
study when interpreting the performance of the 
analyzed model. Absence of underweight or 
overweight was identified as a predictor by the 
model due to high frequency of this attribute in 
the learning sample (65.4 %, n = 301).  

A strategy for assessing the power of im-
pact exerted by each predictor that involved 
calculating its SHAP-value was used at further 
stages in the research to more precisely 
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Figure 3. Predictors determining SARS-CoV-2 infection of healthcare workers  

estimate the importance of predictors able to 
determine SARS-CoV-2 infection in health-
care workers. This approach revealed those 
predictors that determined the infection and 
made it possible to rank them depending on 
the SHAP-value. 

The power of impact had different inten-
sity for the analyzed predictors, the difference 
reaching 10.5 times (0.9904–0.0943, p < 0.05), 
including (Figure 3): providing healthcare to 
COVID-19 patients (2.378 ± 0.791, p < 0.05), 
use of the full PPE set after a direct contact 
with a COVID-19 patient  (0.565 ± 0.17,  
p < 0.05), direct contacts with environmental 
(hospital) objects (0.547 ± 0.146, p < 0.05), 
vaccination against COVID-19 after a direct con-
tact with a COVID-19 patient (0.304 ± 0.072, 
p < 0.05), acting as orderlies (cleaners) 
(0.162 ± 0.035, p < 0.05), being present dur-

ing aerosol-generating procedures (0.109 ± 0.022, 
p < 0.05). It is worth noting that several pre-
dictors determining SARS-CoV-2 infection 
were not associated with occupation, for ex-
ample, COVID-19 infected among people 
close to a healthcare worker (1.464 ± 0.58,  
p < 0.05), Class 2 obesity (0.259 ± 0.04,  
p < 0.05), chronic somatic diseases (0.148 ± 
0.092, p < 0.05). 

We performed a cluster analysis of pre-
dictors determining SARS-CoV-2 infection in 
healthcare workers. As a result, four different 
clusters were established (Figure 4):  

 Cluster 1 was associated with a direct 
contact with COVID-19 patients or environ-
mental (hospital) objects around them: pro-
viding healthcare to a COVID-19 patient  
(p < 0.05); being present during aerosol-
generating procedures (p < 0.05);  a direct  
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Figure 4. Clusterization of predictors that determine SARS-CoV-2 infection of healthcare workers: * means these 
predictors have a positive effect on SARS-CoV-2 infection of healthcare workers; ** means the sum of SHAP-
values: vaccination against COVID-19 after a direct contact with a COVID-19 patient; Class II and III obesity; 

underweight; performing laboratory and pathological anatomy diagnostics

contact with environmental (hospital) objects 
(p < 0.05); 

 Cluster 2 described quality and com-
pleteness of PPE use: use of PPE without 
complete protection provided for the eyes or 
respiratory organs (p > 0.05); use of the full 
PPE set after a direct contact with a COVID-19 
patient (p < 0.05); 

 Cluster 3 was related to healthcare 
workers’ occupation: acting as orderlies 
(cleaners) (p < 0.05); acting as nursing staff 
(p > 0.05); acting as doctors (p > 0.05);  

 Cluster 4 described a worker’s personal 
characteristics such as BMI: normal weight as 
per body mass index (BMI) (p > 0.05); over-
weight (pre-obesity) (p > 0.05); Class I obesity 
(p > 0.05). 

The next stage was to determine whether in-
teractions between the analyzed occupational 
predictors were one-factor or multi-factorial ones. 

In our study, one predictor determining 
SARS-CpV-2 infection was found in 56.2 % 
of healthcare workers; two, in 19.2 %; three, 

in 16.4 %; four, in 5.5 %; and five predictors, 
in 2.7 %. 

Frequency of predictors was different 
under one-factor interaction. Vaccination 
against COVID-19 after a direct contact with 
COVID-19 patient occupied the leading place 
with 65.9 %; the second place belonged to 
acting as orderlies (cleaners), 22.0 %; provid-
ing healthcare to a COVID-19 patient took 
the third place, 12.2 %. 

In case there were two predictors, the 
first rank place was taken by being present 
during aerosol-generating procedures and use 
of the full PPE set after a direct contact with a 
COVID-19 patient, both 32.1 %; the second 
place belonged to vaccination against 
COVID-19 after a direct contact with 
COVID-19 patient, 17.9 %; the third place, 
providing healthcare to a COVID-19 patient, 
10.7 %; acting as orderlies (cleaners) took the 
fourth place with 7.1 %. 

Multifactorial interactions in case of 
three predictors had the following structure: 
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being present during aerosol-generating pro-
cedures, 27.8 %; providing healthcare to a 
COVID-19 patient and use of the full PPE set 
after a direct contact with a COVID-19  
patient 19.4 % both; vaccination against 
COVID-19 after a direct contact with 
COVID-19 patient and direct contact with 
environmental (hospital) objects 13.9 % both; 
acting as orderlies (cleaners), 5.6 %. 

In case four predictors were present, mul-
tifactorial interactions were determined by be-
ing present during aerosol-generating proce-
dures and a direct contact with a COVID-19 
patient, both 25.0 %; providing healthcare to a 
COVID-19 patient and use of the full PPE set 
after a direct contact with a COVID-19 patient, 
18.8 %; vaccination against COVID-19 after a 
direct contact with COVID-19 patient and act-
ing as orderlies (cleaners), 6.3 % both.  

The same frequency was established in 
case five predictors were identified simultane-
ously: vaccination against COVID-19 after a 
direct contact with COVID-19 patient, provid-
ing healthcare to a COVID-19 patient, being 
present during aerosol-generating procedures, 
use of the full PPE set after a direct contact 
with a COVID-19 patient, and direct contacts 
with environmental (hospital) objects, each 
item with 20.0 %. 

Conclusion. Thus, epidemiological data 
mining is a modern stage in epidemiological 

analysis. The use of machine learning meth-
ods allows for multifactorial assessment of 
SARS-CoV-2 infection risks in healthcare 
workers, enables identifying and reliably es-
timating the most significant predictors and 
helps create relevant risk groups with an op-
portunity to implement a personalized ap-
proach to prevention of occupational infec-
tion with viral pathogens. 

Intelligent analysis of epidemiological 
data has flexible architecture, which allows 
adjusting the model under study and supple-
menting new data to the existing database, de-
tecting changes in an epidemiological situation 
and accomplishing relevant preventive and 
anti-epidemic activities. Qualitative and pre-
cise performance of a machine learning model 
is achieved by complete and qualitative initial 
data collection, preliminary data processing 
and using purified databases (datasets) in 
model training. 
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