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Personnel who work in laboratories and directly deal with detecting and examining pathogenic biological agents (PBA) in 

human biomaterials have to face high risks of becoming infected. At present, working conditions at workplaces of personnel in such 
laboratories are to be analyzed and checked thoroughly with subsequent implementation of relevant correction measures. 

We performed qualitative analysis of infection risks in clinical and diagnostic laboratories using a reason tree and 
event tree analysis and determined a risk probability range for an ending event considering combined effects produced by 
preconditions. 

We revealed basic reasons why personnel in medical laboratories became infected when working with PBA. The events 
were considered at three levels and four directions in their development. We performed mathematical calculation of possible 
event combinations and determined the whole probability range for occurrence of the events. Quantitative risk analysis 
showed that a probability of a person becoming infected remained within 0.9∙10–4–0.9∙10–3 range even in case of the most 
unfavorable outcome. The study provides a well-substantiated conclusion about peculiarities of work tasks accomplished in 
laboratories; we established that laboratory personnel who were involved in determining drug resistance of microbacteria 
had the highest risks of infection. The most hazardous scenarios of emergencies were identified; they made the highest con-
tribution to the analyzed risk. We established that a probability of personnel becoming infected that starts with the value 
being 1.3∙10–6 occurs when immune prevention is neglected and a disease is revealed too late. 

It is advisable to analyze ways how emergencies develop in medical laboratories since this helps to make necessary 
amendments in the system and influence factors of its functioning. This analysis procedure gives an opportunity to select the 
most relevant measures for protection and prevention of emergencies involving PBA leakage out of all the available ones. 
These measures can reduce risks of infection for personnel down to their acceptable levels. 

Keywords: occupational risk, working conditions, laboratory personnel, infection, pathogenic biological agents, hazard 
analysis, risk assessment. 
 

 
Over the whole history of occupational risk 

assessment, risks caused by exposure to physical 
and chemical factors have been those studied 
most frequently. Chemical factor has always 
been given special attention within hygienic as-
sessment of risks at workplaces [1]. Undoubt-
edly, this is due to its prevalence in the overall 
structure of occupational incidence among all 
occupational groups over the whole period of 
research in the sphere [2]. In our country, a term 
“occupational risk” was first introduced by N.F. 
Izmerov and E.I. Denisov in 1959; however, bio-

logical factors first attracted any attention when 
occupational pathologies were assessed only in 
the early 1990ties. Still, this factor is largely ne-
glected. It is rather typical to underestimate its 
effects on working conditions for many occupa-
tional groups or specific occupations. Special 
assessment of working conditions (SAWC) 
gives preference exactly to physical factors. We 
cannot consider this situation well grounded 
since this means that a mechanistic approach 
prevails in hygienic assessment of factors exist-
ing in the working environment. 
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Appendix 9 to the Order by the RF Minis-
try of Labor and Social Security No. 33n dated 
January 24, 2014 stipulates that, regardless of 
concentrations of pathogenic microorganisms, 
working conditions that involve dealing with 
them should be assigned into the relevant haz-
ard category without any measurements1. Bio-
logical factor is determined by a contact with 
infectious agents. According to the rules of 
strict biological safety, microorganisms are not 
determined in workplace air [3]. At the same 
time, the Order No. 29n dated January 28, 
20212 fixes the following list of biological fac-
tors:  producing fungi, protein and vitamin con-
centrates (PVC), nutrient yeast, mixed fodders, 
enzymatic drugs, biological stimulators, aller-
gens used in diagnostics and treatment, blood 
components and preparations, immunobiologi-
cal drugs, infected materials and materials sus-
pected to be infected with microorganisms from 
3–4 pathogenicity groups (hazard) or helmin-
thes [4]. The same applies to biological materi-
als that are already infected or suspected to be 
infected with, among other things, microorgan-
isms from 1–2 pathogenicity groups (hazard), 
hepatitis viruses and HIV, biological toxins 
(animal, fish or plant poisons), animal and plant 
dust including that with bacterial contamination. 
At present, the list is added with COVID-19 vi-
ral cultures and isolates. 

All the aforementioned components are 
predominantly dealt with in laboratories 
where personnel is directly involved into ex-
amining and establishing occurrence of 

pathogenic biological agents (PBA) in hu-
man biomaterials. 

Occupational activities in any laboratory 
include multiple sections with different work 
tasks on handling infected materials. These 
activities involve large volumes of manual la-
bor, intensive use of specialized laboratory 
equipment as well as technical devices for 
control over ambient air, disinfection equip-
ment etc. Given that, a risk rate of infection in 
a laboratory depends on both relevance of ap-
plied infection control measures and on 
awareness about the issue among laboratory 
personnel. Studies with their focus on assess-
ing risks for personnel associated with an envi-
ronment in closed spaces were accomplished 
and described by N.V. Eremina [5]. New 
guidelines on biological safety in laboratory 
conditions were issued in 2020 due to occur-
rence of the new coronavirus (2019-nCoV). 
According to them, each laboratory can per-
form local (within a specific organization) risk 
assessment to make sure that its personnel 
have all competences necessary to perform 
laboratory tests in safe conditions and to check 
that relevant risk control measures are avail-
able to them [6]. 

Some authors took efforts to perform ret-
rospective analysis of reasons for emergencies 
with PBA; methods for analyzing risks of 
emergencies when working with pathogenic 
biological agents were examined in the disser-
tations by the V.N. Khramov and E.A. Sta-
kovskii [7]. However, these methods most fre-

__________________________ 
 
1 Ob utverzhdenii Metodiki provedeniya spetsial'noi otsenki uslovii truda, Klassifikatora vrednykh i (ili) opasnykh proiz-

vodstvennykh faktorov, formy otcheta o provedenii spetsial'noi otsenki uslovii truda i instruktsii po ee zapolneniyu (s izme-
neniyami na 27 aprelya 2020 goda): prikaz Ministerstva truda i sotsial'noi zashchity RF № 33n ot 24.01.2014 [On Approval of 
Procedure for conducting a special assessment of working conditions, Classifier of adverse and (or) hazardous production fac-
tors, reporting form on a specific assessment of working conditions and instructions how to fill it in: The Order issued by the 
RF Ministry for labor and Social Protection on January 24, 2014 No. 33n (last amended on April 27, 2020)]. KODEKS: elec-
tronic fund for legal and reference documentation. Available at: https://docs.cntd.ru/document/499072756 (November 12, 
2021) (in Russian). 

2 Ob utverzhdenii Poryadka provedeniya obyazatel'nykh predvaritel'nykh i periodicheskikh meditsinskikh osmotrov 
rabotnikov, predusmotrennykh chast'yu chetvertoi stat'i 213 Trudovogo kodeksa Rossiiskoi Federatsii, perechnya meditsinskikh 
protivopokazanii k osushchestvleniyu rabot s vrednymi i (ili) opasnymi proizvodstvennymi faktorami, a takzhe rabotam, pri 
vypolnenii kotorykh provodyatsya obyazatel'nye predvaritel'nye i periodicheskie meditsinskie osmotry: prikaz Minzdrava Ros-
sii ot 28.01.2021 № 29n [On Approval of the Procedure for mandatory preliminary and periodical medical examinations of 
workers stipulated by the part 4 of the clause 213 in the RF Labor Code, a list of medical contraindications to accomplishing 
works tasks under exposure to harmful and (or) hazardous occupational factors, as well as work tasks which require mandatory 
preliminary and periodical medical examinations: the Order by the RF Public Healthcare Ministry dated  January 28, 2021 
No. 29n]. KonsultantPlus. Available at: http://www.consultant.ru/document/cons_doc_LAW_375353/ (November 12, 2021) 
(in Russian). 
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quently rely on using analytics or conventional 
statistical analysis techniques, which makes 
their use a bit “subjective”.  

Our research goal was to assess risks of 
infection and biological hazards for personnel 
employed at clinical and diagnostic laborato-
ries of a public healthcare organization. 

Research objects and techniques. Our re-
search object was a clinical and diagnostic labo-
ratory of a public medical organization. Working 
conditions in the selected laboratory conformed 
to the existing legislation. We selected formal 
analysis techniques to be used in our study. They 
provide the highest “objectivity” since they are 
performed at the qualitative level; at the same 
time, facts are separated from stereotypical opin-
ions, and only scientifically grounded judgments 
are considered [8]. Quantification was per-
formed manually with using all possible variants 
how events would develop and all probabilities 
that personnel would become infected. 

Fault tree and event tree methods give an 
opportunity to consider functional interrela-
tions between various elements in a system as 

logical schemes that allow for interdependence 
between faults of elements or element groups 
[9]. Generally, both fault trees and event tress 
are just a visual illustrating the simplest prob-
abilistic models. However, they are of special 
interests for experts involved in exploiting, 
maintaining and supervising technical objects. 
When such a scheme is available to them, 
these experts can not only find the most criti-
cal event among all possible ones but also as-
sess an expected associated risk if a relevant 
event tree is added with necessary statistical 
data. These operations do not require any sub-
stantial knowledge on probability theory [10]. 

Research results. We analyzed infection 
of personnel employed in laboratories of pub-
lic healthcare organizations and involved in 
dealing with PBA, established reasons for in-
fection and created a tree-like scheme, which 
is shown in Figure 1. 

When creating this reason tree, we dis-
tributed events as per different levels. They are 
places from left to right in the scheme, from 
the zero level to the fifth one; this does not

 
Figure 1. Tree analysis. A reason tree for infection of laboratory personnel  
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contradict to the logic of creating and reading it. 
The main (end) event is located at the zero 
level, followed by events belonging to the first 
level (some events among them might be initial 
ones), then the second level and up to the fourth 
one according to the suggested scheme [11]. 

Let us enumerate all the initial events 
necessary to induce the analyzed infection. At 
the first level, there are events that directly 
lead to personnel becoming  infected: 

A is existing biological peculiarities (a bio-
logical burden on an object that significantly 
increases risks of infection); 

B is human factor being present in a system; 
С is microbacteria occurring in the air or 

on surfaces inside a laboratory. 
The following blocks on the path A are: 

A8 is a burden crated by microbacteria; A7 is 
a person’s health; A6 is concomitant diseases 
(diabetes mellitus); A5 is an overall decline in 
immunity; A4 is the primary resistance and 
persistence of microbacteria; A3 is multiple 
drug resistance; A2 is a disrupted treatment 
scheme; A1 is lack of proper funding. 

We can see two categories of precondi-
tions with the same significance on the path C: 

E is violation of sanitary rules and stan-
dards: E11 means US-radiation has been per-
formed improperly; E10, rules and standards 
for disinfection have been violated; E9, techni-
cal failure of equipment; E8, a decrease in bac-
tericide flow due to voltage changes; E7, 
equipment has been removed from service too 
early due to defects; E6, equipment has not 
been replaced when necessary, its service life 
has been exceeded (a natural fall in a bacteri-
cide flow); E5, improper disinfection; E4, im-
proper concentration of a disinfectant; E3, fail-
ure to switch on a lamp; E2, radiation has been 
performed for a shorter period than required; 
E1, improper exploitation (just after cleaning); 

D  is an emergency associated with mi-
crobacteria emission: D11 is improper work-
ing procedures; D10, an error (lacking experi-
ence, nervous overstrain);  D9, an expert has 
lost attentiveness; D8, a decrease in concentra-
tion and attention; D7, improper waking and 
sleeping regime; D6, attention has been moved 
to another object (a distraction); D5, a new 
procedure; D4, a young expert; D3, lack of 

competence needed to apply a new methodol-
ogy; D2, negligence; D1, lack of knowledge. 

The analysis traces an interrelation be-
tween preconditions and an end event. Infection 
can occur already at a moment when a person 
contacts a bacterium, that is, at the BC combi-
nation. The block A elevates this risk and 
sometimes is the most critical determinant in 
this event. We cannot possibly single out one 
certain precondition when trying to determine 
which exact precondition leads to the main 
event most rapidly.  

This tree has a peculiarity, which is that 
all the reasons at the level going from left to 
right can be considered equal. This is because 
each of the existing reasons can equivalently 
lead to an event of the higher level. For exam-
ple, the events D9, D10, D11 can equally be 
minimal preconditions for the event D to oc-
cur. They, in their own turn, result from other 
equal preconditions. They are mostly repre-
sented by the human factor and cannot be ne-
glected by definition. Another peculiarity is 
that we do not consider any reasons for experts 
to be within this system. This fact is a priori 
associated with the reality where most actions 
aimed at examining a biomaterial in microbi-
ological and bacteriological laboratories have 
to be performed by people, either manually or 
by using relevant technical devices and 
equipment. Therefore, we can totally neglect a 
probability of their presence in this system. 

The probability of the main event P(I) oc-
curs due to a combination of an expert being in 
a zone with elevated risks and a certain amount 
of microbacteria (b) that is present on a given 
surface or environment. This surface can be 
clothing and the environment is, for example, 
ambient air inside a room or a box. Another 
case (a) is organisms having a certain biological 
peculiarity. Creation of various scenarios as per 
emergency types logically converts to a tech-
nology for hazard quantification [12]. 

а) P(I) = P(A) ∙ P(B) ∙ P(C) 
b) P(I) = P(B) ∙ P(C) 
Each probability of previous events can 

be given as per the same scheme, for example, 
regarding a biological burden: 

P1(A) = P(A8) ∙ P(A7); 
P2(A) = P(A8) + P(A7) – P(A8) ∙ P(A7). 
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Figure 2. The results produced by calculating 

probabilities of events as per the paths Е and D 
in the scheme 

Since the events A1, A2, A4, A5, A6, D3, 
D2, D1, D5, D4, D8, D7, D6, E1, E2, E3, E4, 
E5, E6, E7, E8 are statistically dependent on 
each other, that is, occurrence of one can result 
in occurrence of another, then A1 = A2 = A4 = 
……….. = E7 = E8. We can calculate their 
value out of the total probability of these 
events by dividing 1 by a number of basic 
events: 1 / 21 = 0.0476. 

First, we had to find the probabilities А7 
and А8 by considering all possible combina-
tions of the events. The event А7 can occur 
due to two variants: “AND”, “OR”, conse-
quently:  

P1(A7) = P(A5) ∙ P(A6) = 0.0476 ∙ 0.0476 = 
= 0.0226;  

P2(A7) = P(A5) + P(A6) – P(A5) ∙ P(A6) = 
= 0.0476 + 0.0476 – 0.0476 ∙ 0.0476 = 0.0929. 

Similarly, we found all the probabilities 
that the event A8 would occur considering all 
combinations of events in the variants “AND” 
and “OR”. Quantitative analysis revealed that 
the total probability of the event A varied 
within 0.0015–0.216 depending on a single 
precondition or their combinations. 

We also determined P(E), or a probability 
that sanitary rules and standards would be vio-
lated; the probability of the event E may vary 
from 0.213 to 0.375 depending on a combina-
tion of factors. Similarly, we calculated prob-
abilities as per the preconditions from the 
group D and established that the events pre-
ceding an error could also overlap, for exam-
ple, due to improper waking and sleeping re-
gime and any other event that would provoke 
an expert to abruptly get distracted from ma-

nipulations being performed at the moment. It 
seemed logical to calculate this probability as 
well [13]: P2 (D9) = P (D8) + P (D7) ∙ P (D6) – 
P (D8) ∙ P (D7) ∙ P (D6) = 0.049. 

To determine the whole range of prob-
abilities that a certain event would occur, we 
calculated all possible combinations of events. 
The results are provided in the Figure 2. 

Figure 3 shows an “event tree” in a situa-
tion when an analyzed biomaterial with PBA 
has been splashed. The scenario approach with 
an emergency involving PBA splashing makes 
it possible to determine [14]: 

 four analyzed outcomes: no infection, 
recovery, disease, fatal outcome; 

 five bifurcation stages, that is, stages 
where separation or qualitative restructuring 
takes place; in our case, a division into 2–3 
paths (outcomes); 

 a logical-probabilistic chain that in-
cludes [15]:  

a) an initiator – an emergency involving 
splashing and formation of liquid droplet aero-
sol (the frequency of this initial event is equal 
to 1); 

b) the influencing factor of the 1st order – 
dispersity of an aerosol; 

c) the influencing factor of the 2nd order – 
a probability to become infected; 

d) the influencing factor of the 3rd order – 
a period before an emergency was detected; 

e) the influencing factor of the 4th order – 
effective measures to eliminate the emergency, 
taken or not taken; 

f) the factor of the 5th order – an outcome 
(there can be three possible ones: recovery, 
disease, fatality). 

Particles with PBA can occur in air inside 
a laboratory due to procedures involving aero-
sol formation. Coarsely dispersed aerosol (liq-
uid droplet diameter is > 5 µm) disperses 
within one meter away from its source. Typi-
cally, such aerosols rapidly deposit from air on 
skin, clothing and work surfaces in a room. 
After liquid droplets in an aerosol dry out, 
finest particles (droplet nuclei) occur and 
their diameter varies from one to five µm. 
Each such particle can contain from one to 
several viable microbacteria. They can remain 
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Figure 3. A tree analysis. The event tree when an analyzed biomaterial with PBA has been splashed  

viable for a long period, enter the lung alveoli 
when inhaled, and, consequently, can induce 
an infection3.  

When a finely dispersed aerosol occurs with 
its particles being less than 5 µm in diameter, par-
ticles deposit slower, they are retained in air for a 
longer period, and a risk of directly inhaling parti-
cles with PBA remains high. In bacteriological 
and microbiological laboratories, both coarsely 
and finely dispersed aerosols are likely to occur 

and a probability of their formation can be con-
sidered the same. This is due to peculiarities of 
various working processes in a laboratory. Thus, 
centrifuging and manipulations with PCR-devices 
involve higher risks that a finely dispersed aerosol 
with PBA particles would occur whereas using 
pipettes, pouring liquids from one vessel to an-
other, stirring or any other non-automated ma-
nipulations with a biomaterial more often result in 
formation of a coarsely dispersed aerosol. Given 

__________________________ 
 
3 Sistema infektsionnogo kontrolya v protivotuberkuleznykh uchrezhdeniyakh: rukovodstvo [The infection control system 

in anti-tuberculosis institutions: guide]. In: L.S. Fedorova ed. Мoscow – Tver, Izd-vo “Triada” LLC, 2013, 192 p. (in Russian). 
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that, we took a probability of each aerosol out of 
these two types as equal to 0.5. 

The А1 path. In case there is an emergency 
with a finely dispersed aerosol, a negative out-
come of most such emergencies is assumed to be 
prevented by individual and collective protection 
systems (from gloves and a facemask to an ultra-
violet bactericide device). Multiple statistical 
studies have proven that such an outcome when 
an emergency is detected in due time and all the 
safety precautions are taken properly occurs in 
not more than 80 % of actual cases [16]. The re-
maining 20 % of cases involve primary infection 
of an expert; therefore, we assume that a probabil-
ity of infection is 0.1 (80 % from 0.5) and a prob-
ability of its absence is 0.4 accordingly. 

Such a fact as a person becoming infected 
with microbacteria is assessed in a peculiar 
way. This peculiarity is that primary infection is 
often latent for a long period; this does not al-
low detecting it in a short time and results pro-
duced by diagnostic examinations might not be 
objective. Hence, a probability that infection is 
established early will be significantly lower at 
the 3rd bifurcation stage than a probability of it 
being established rather late, 0.02 against 0.08. 

The next stage involved considering 
whether effective measures were taken or not 
and treatment methods that were applied would 
produce positive effects practically in any situa-
tion in future. Hence: 

– measures are taken (effective) in 98 % – 
0.0196; 

– measures are not taken (human factor, 
not effective, a treatment scheme is improper) 
in 2 % – 0.0004. 

Measures that have been taken directly af-
ter infection was established produce a posi-
tive effect in treatment and lead to:  

– recovery with its probability being 0.95 – 
0.01862; 

– disease (0.0499) – 0.00097804; 
– fatal outcome (0.0001) – 0.00000196. 
In case relevant measures have not been 

taken, we can assume only 2 ultimate outcomes, 
disease (0.00038) and fatal outcome (0.00002). 

Similarly, if we consider a scenario when 
infection with a biological agent was estab-
lished late, we get the following figures. Re-

covery is achieved due to proper immune pre-
vention and express treatment (0.0392) whereas 
a developed disease (0.0384) will require addi-
tional treatment procedures and more time. We 
cannot exclude a fatal outcome completely with 
its probability being 0.000784. In case of re-
fusal from treatment or selecting improper 
treatment, we cannot speak about early recov-
ery just as in the first case. Disease develop-
ment is equal to 0.00158 and a probability of a 
fatal outcome is equal to 0.000016. The quanti-
fication results as per outcomes of probable 
events are provided in the Table. 

We checked the validity as follows. All the 
end probabilities of outcomes resulting from the 
bifurcation stages as per the path related to for-
mation of a finely dispersed aerosol should be 
equal to 0.5: P(A1) = (0.01862 + 0.00097804 + 
0.00000196 + 0.000396 + 0.000004 + 0.0392 + 
0.03919216 + 0.00000784 + 0.001584 + 
0.000016) + 0.4 = 0.1 + 0.4 = 0.5. 

Depending on a situation, a probability of a 
fatal outcome P (Ffda) can have the following val-
ues 0.00000196, 0.00002, 0.00000784, 0.000016. 
The most unfavorable scenario occurs when in-
fection has been established too late and effective 
prevention activities and treatment procedures 
have been neglected. Its value is 0.00002. 

Similarly, we determined probabilities as 
per the A2 path when a coarsely dispersed 
aerosol occurred.  

Validity as per this path was checked as 
well. 

P(A2) = (0.014896 + 0.000782432 + 
0.000001568 + 0.0003168 + 0.0000032 + 
0.03136 + 0.0311353728 + 0.000006272 + 

0.0012672 + 0.0000128) + 0.42 =  
= 0.8 + 0.42 = 0.5. 

The probability of a fatal outcome varies 
within 0.000001568–0.000016 on this path. 
When assessing biological factors, it is most 
difficult to make any assessments as per the dis-
ease path since we have to consider all the pecu-
liarities of biological factors, how contagious a 
specific bacterium is, multiple drug resistance 
and in future it is also necessary to consider a 
risk that closed relatives or friends of an infected 
person may become infected as well. 
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Quantification as per outcomes 
 А1 path А2 path Conditions Outcome Notation Value Outcome Notation Value 

Recovery P(R1) 0.01862 Recovery P(R3) 0.014896 
Disease  P(D1) 0.00097804 Disease  P(D5) 0.000782432 Measures  

taken Fatal outcome P(F1) 0.00000196 Fatal outcome P(F5) 0.000001568 
Recovery – – Recovery – – 
Disease  P(D2) 0.000396 Disease  P(D6) 0.0003168 In

fe
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es
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ed
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rly

 

Measures  
not taken Fatal outcome P(F2) 0.000004 Fatal outcome P(F6) 0.0000032 

Recovery P(R2) 0.0392 Recovery P(R4) 0.03136 
Disease  P(D3) 0.03919216 Disease  P(D7) 0.0311353728Measures  

taken Fatal outcome P(F3) 0.00000784 Fatal outcome P(F7) 0.000006272 
Recovery – – Recovery – – 
Disease  P(D4) 0.001584 Disease  P(D8) 0.0012672 In

fe
ct

io
n 

 
es

ta
bl

ish
ed

 la
te 

Measures 
 not taken Fatal outcome P(F4) 0.000016 Fatal outcome P(F8) 0.0000128 

 

 
Figure 4. The results produced by calculating a risk 

of a fatal outcome for an expert depending on 
development of a situation involving splashing  

of a tested biomaterial with PBA 

The most unfavorable scenario. A prob-
ability of emergencies during laboratory tests 
is equal to 8.3∙10-2 a year. 

We calculated a risk (R) of a fatal outcome 
for an expert depending on how a situation de-
veloped. This risk was calculated by multiply-
ing its probability by an annual probability of 
emergencies. Figure 4 provides the results. 

The analysis revealed that the highest risk in 
a situation when immune prevention and treat-
ment were neglected and infection was estab-
lished late as well amounted to 1.3∙10-6 in case of 
an emergency involving occurrence of an aerosol. 

Eventually, having calculated all the prob-
abilities, we moved on to achieving the basic 
goal of creating the reason tree, which was to 
determine how probable the main event was. 
Having estimated all the combinations of pre-
conditions, we determined a range for a prob-
ability / risk of an end event I. If we consider a 
combined implementation of single reasons as 
per the path A that is represented by biological 

peculiarities, then we can see that a probability 
of a person becoming infected, together with 
other reasons, will vary within 0.9∙10-4–0.9∙10-3. 
This describes the most unfavorable outcome 
that can occur in a laboratory dealing with de-
termining microbacteria drug resistance. There-
fore, laboratory personnel who deal with exam-
ining bacterial drug resistance and multiple 
drug resistance are an occupational group with 
the highest risks of infection. If we consider a 
situation when only one biological factor 
works, a probability of such an event varies 
within a range from 2∙10-3–7∙10-3 to 9∙10-2. 

We determined all probable outcomes and 
united them in a logical sequence. This made it 
possible to detect potential emergency scenar-
ios. By analyzing the event tree, we deter-
mined the most dangerous variants of how an 
emergency would develop; knots, which, in 
our opinion, would make the greatest contribu-
tion to a risk due to being very probable or due 
to potential damage caused by them. 

Discussion. This methodology for assessing 
infection hazard for laboratory personnel relies on 
risk-based approaches meaning that absence of 
any hazard is provided by excluding impermissi-
ble risks.  Permissible risks rates recommended 
by the WHO, for example, when it comes down 
to drinking water quality amount to 10-5. 

Risk assessment provides an insight into 
possible hazardous events, their reasons and 
outcomes, probability of their occurrence and 
making various relevant decisions. If we ana-
lyze concepts available in literature, we can 
conclude that ultimately a risk rate is deter-
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mined by a possible damage even in cases 
when nothing indicates it directly [17]. Multi-
ple risk analysis techniques are applied in 
world practice for emergencies, for example:  

 ЕТА (Event Tree Analysis), which is a 
graphic method for representing mutually exclu-
sive sequences of events that follow the initial 
one in accordance with functioning and not func-
tioning of systems created to mitigate conse-
quences of a hazardous event. This method can 
be applied to perform qualitative and / or quanti-
tative assessment. A sequence of events can eas-
ily be depicted as an event tree; therefore, ETA 
makes it easy to establish what events aggravate 
or alleviate consequences bearing in mind addi-
tional systems, functions or barriers; 

  “Bow tie” analysis is a schematic way 
to describe and analyze how a hazardous event 
develops, starting from its reasons and up to its 
consequences. This method combines examin-
ing reasons for an event by using a fault tree 
and analyzing consequences by using an event 
tree. However, the focus of bow tie analysis is 
on barriers between reasons and hazardous 
events and consequences. “Bow tie” diagrams 
can be built based on detected faults and event 
trees but they are more often created directly 
by performing a brainstorm. “Bow tie” analy-
sis is used to examine risks by showing a 
range of possible reasons and consequences. 
This method should be applied in a situation 
when it is too difficult to perform full-scale 
analysis of a fault tree or when examination is 
mostly aimed at creating barriers or manage-
ment techniques for each fault path. “Bow tie” 
analysis is often much simpler to understand 
than event tree analysis or fault tree analysis. 
Consequently, it can be quite useful for infor-
mation exchange when more complicated 
analysis techniques are applied. Initial data for 
the method include information about reasons 
and consequences of hazardous events, risk, 
barriers and management techniques that can 
either prevent, mitigate or stimulate them; 

 Bayesian analysis and Bayes net. Bayes-
ian analysis is alleged to be created by Thomas 
Bayes. He suggested combining prior and pos-

terior data to assess the complete probability. 
Events that reflect effects produced by “rea-
sons” are called hypotheses in this case since 
they are probable events leading to this one. 
Unconditional probability that a hypothesis is 
valid is called prior (how probable a reason is 
in general); conditional probability, an oc-
curred event considered, is called posterior 
(how probable a reason turned out to be con-
sidering data about an event)4; 

 Analytic network process (ANP) is a 
more general form of analytic hierarchy process 
(AHP), which considers dependence and feed-
backs between elements. ANP has certain pecu-
liarities including structurization of all the ele-
ments that describe a problem in a network, use 
of relative techniques to measure preferences by 
making pair comparisons (provides a universal 
way to solve an issue related to measuring crite-
ria in different scales) and a possibility to con-
sider and assess mutual influence exerted by cri-
teria and selected alternatives (other methods do 
not provide this opportunity). Many issues in 
decision-making cannot be depicted as hierar-
chical structures due to existing dependences and 
interrelations between elements located at differ-
ent levels in a hierarchy. Besides, there are tasks 
where not only significance of specific criteria 
influences priorities of alternatives but also sig-
nificance of alternatives influences priorities of 
criteria [18]; 

 Decision tree represents a decision-
making process graphically showing possible 
decisions, state of nature, probability of their 
occurrence, as well as costs (gains or losses) 
under different combinations of states of nature 
and possible decisions. Creating a decision tree 
based on tasking at a meaningful level requires 
differentiation between available decisions and 
probable accidental events that should be for-
mulated as a whole group of events with known 
probabilities of their occurrence5. 

Having analyzed all the aforementioned 
methods, we selected decision tree since we 
consider this method to provide the best possi-
ble solutions to the research tasks set in the 
present study.  

__________________________ 
 
4 Crouhy М., Galai D., Mark R. The essentials of risk management. USA, McGraw Hill, 2014, 2nd ed., 672 p. 
5 Lantz B. Machine Learning with R. Birmingham–Mumbai, Packt Publishing, 2013, 396 p. 
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Methodologies of risk-based approaches that 
differ as per their specificity have been described 
in research works by contemporary scientists 
from many countries [19–22]. However, develop-
ing methodical support for the established risk 
factors and creating local regulatory and technical 
documentation for clinical and diagnostic labora-
tories requires further improvement. 

Conclusion. Quantitative risk analysis has 
revealed that a probability of a person becom-
ing infected is going to be within 0.9∙10-4–
0.9∙10-3 in case of the most unfavorable out-
come. In case only one biological factor works, 
a probability of infection decreases.  

Creating an event tree makes it possible to 
analyze an emergency involving PBA splashing 
in a laboratory and to establish the most unfa-
vorable scenario of its development. Analysis 
of paths and development variants allows mak-
ing changes in a system and influencing factors 
of its functioning. Therefore, developing rec-
ommendations on how to mitigate a risk is the 
last stage in logical-probabilistic approach to 
risk assessment and analysis. It is advisable to 
focus on developing safety measures aimed at 

preventing emergencies. A system of activities 
aimed at reducing a probability of an emer-
gency involving PBA occurrence at a work-
place includes the following: regular training in 
biologically safe work procedures; making 
overstrain and emotional loads of personnel as 
small as it is only possible; use of reliable 
equipment; tracing of defects; selecting proper 
protective equipment and biological safety 
boxes; keeping proper ventilation and disinfec-
tion; intelligent design of spaces where labora-
tory tests are accomplished; etc. It is advisable 
to select several safety measures and measures 
aimed at preventing emergencies involving 
PBA splashing out of all the suggested ones 
concentrating on those that require minimal 
costs and can still provide risk reduction down 
to its acceptable levels or those that can provide 
maximum risk reduction within laboratory 
spaces given the available means.  
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